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1. WeProtect £IKBXMEMNERMEEI (MNR) IT{ExRFI 7

Preventing and Tackling Child Sexual Exploitation and Abuse (CSEA):
A Model National Response

Enablers

Capabilities

Outcomes

Cross sector,
multi-
disciplinary
collaboration

Willingness to
prosecute,
functioning

justice system

and rule of law

Supportive
reporting
environment

Aware and
supportive
public and
professionals,
working with
and for children

Sufficient
financial and
human
resources

National legal
and policy
frameworks in
accordance
with the
UNCRC and
other
international
and regional
standards

Data and
evidence on
CSEA

Policy and
Governance

Victim

Societal

Media and
Communi-
cations

-

iy

N
-

2 | s lafslS)alal=]afs]z]z]c]-]

Leadership:
An accountable National Governance and Oversight
Committee

Research, Analysis and Monitoring:
National situational analysis of CSEA risk and response;
measurements/indicators

Legislation:
Comprehensive and effective legal framework to investigate
offenders and ensure protection for victims

Dedicated Law Enforcement:
National remit; trained officers; proactive and reactive
investigations; victim-focused; international cooperation

Judiciary and Prosecutors:
Trained; victim-focused

Offender Management Process:
Prevent re-offending of those in the criminal justice system
nationally and internationally

Access to Image Databases:
National database; link to Interpol database (ICSE)

End to end support:
Integrated services provided during investigation,
prosecution and after-care

Child Protection Workforce:
Trained, coordinated and available to provide victim support

C i ies and ints ar
Accessible procedures

Child Helpline:
Victim reporting and support; referrals to services for
ongoing assistance

CSEA Hotline:
Public and industry reporting for CSEA offences - online and
offline; link to law enforcement and child protection systems

Education Programme:
For: children/young people; parents/carers; teachers;
practitioners; faith representatives

Child Participation:
Children and young people have a voice in the
development of policy and practice

Offender Support Systems:
Medical, psychological, self-help, awareness.

Notice and Takedown Procedures:
Local removal and blocking of online CSEA content

CSEA Reporting: Statutory protections that would allow
industry to fully and effectively report CSEA, including the
transmission of content, to law enforcement or another
designated agency

D
Industry engagement to help address local CSEA issues

Corporate Social Responsibility:
Effective child-focused programme

Ethical and informed media reporting:
Enable awareness and accurate understanding of problem

Universal terminology:
Guidelines and application

Highest level
national
commitment
to CSEA
prevention
and response

Effective and
successful
CSEA
investigations,
convictions
and offender
management

Appropriate
support
services for
children and
young people

CSEA
prevented

Industry
engaged in
developing
solutions to
prevent and
tackle CSEA

Awareness
raised among
the public,
professionals
and policy
makers

Comprehensive understanding of
CSEA within the highest levels of
government and law enforcement.
Willingness to work with, and co-
ordinate the efforts of, multiple
stakeholders to ensure the enhanced
protection of victims and an enhanced
response to CSEA offending.

Law Enforcement and judiciary have
the knowledge, skills, systems and
tools required to enable them to
perform victim-focused investigations
and secure positive judicial outcomes.
CSEA offenders are managed and
reoffending prevented.

Children and young people have
access to services that support them
through the investigation and
prosecution of crimes against them.
They have access to shelter;
specialised medical and psychological
services; and rehabilitation, repatriation
and resocialization services.

Children and young people are
informed and empowered to protect
themselves from CSEA. Parents,
carers, teachers and childcare
professionals are better prepared to
keep children safe from CSEA,
including addressing taboos
surrounding sexual violence.

The public can proactively report
CSEA offences. Industry has the
power and willingness to block and
remove online CSEA content and
proactively address local CSEA issues.

Potential future offenders are deterred.
CSEA offending and reoffending is
reduced.

176. E XA RN EE DANHITHI TER G, WeProtect, 2018 &,



https://www.weprotect.org/wp-content/uploads/Working-examples-of-WPGA-Model-National-Response-capabilities-and-implementation.pdf
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5Rights B2 2R FAFEABFRE T—EELER, MIEANRIT IEELREBERN—E7,

Child Online Protection: Rwanda

Build up the campaign in layers

Consider the right shape for the communications plan
Sequencing the campaign — not everything all at once

Use different contexts/media so each plays to its strengths
Get the right message for the right context

Consider if different stakeholders should speak in a different voice

However many voices, many the media; the
message remains the same.

oo oo

Communication challenges
Multiple audiences with different perspectives
Multiple messages for multiple audiences
Wide range of message types;
rational & emotional
detailed & broad brush
positive & negative
instruction & persuasion

Communication idea needs to be capable of being delivered through multiple
channel types — media (TV, radio, newspapers), in person, online, in public spaces
(posters, healthcare centres, schools), etc.

The communications approach

Create a common cause — to keep children safe
Create awareness of failure to act — harm to children.
Establish a positive but urgent voice ~ straightforward, helpful, clear.
Create a timeline over which to deliver communications.
Create a distinctive verbal and visual vocabulary.

Make available images and messages so that others can easily incorporate into
their own tools, messages and programmes.

Need to simplify

Because there are so many audiences we need
to start by finding simple truth as a starting point
from which all other communication can flow

Brands are how we wrap emotional &
rational associations into a single, simple
package — Child Online Protection must be a
brand

A framework for messaging

AGITATE

Get people to pay attention to the problem

EDUCATE

Give people the information they need to understand what they need to do

AFFILIATE

Give people the tools they need to understand and adopt new behaviours

263.{FHEA) LBEL&RIFD), 5Rights &%, 2019 Fo
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The right message will Messaging by segment
contain both silver lining (illustrative)
and cloud

CAREGIVERS

General Public .
&
O\\\'

Making the most
« Let's be smart Rwanda of the good

UPSIDE
Smart

Rwanda

o

g
a
Z
oA

Instructional & factual -
Warning of dangers
ing how to
avoid the bad * Be smart - be careful

DOWNSIDE

CAREGIVERS
« If you see or experience

something upsetting, you
can call 099977 (Content)

Making the most + Not everyone or everything
Making the most of the good poulencounbronnel
"of the good true (Contact)
Create a memorable and visually distinctive [
brand that will be the voice of an ongoing Bo educated + Only tick trusted sites.
national campaign to promote Child Online Bo creative / Smart (contract)
Protection in Rwanda Be skiled. Ruanda
Creative Take a break « Ifit's not OK offine, its not
idea OK online (Conduct)
wing how to

Create the idea that can sit at the heart of the
campaign — an idea that can carry both positive
messages and warnings
Knowing how to
avoid the bad

. CAREGIVERS - CAREGIVERS
Audience & Caregivers -
&
+ Know what your child is
. doing online
Making the most
of the good « Ask someone to help you
set safety settings.

Making the most
of the good
+ Behaveinthewayyou = Report abuse by calling
— want young people to Smart XXX
follow
Rwanda Rwanda
* Smart users take a
break to make the
most of life

CAREGIVERS

CAREGIVERS
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safe by design

abuse protocols

Rwanda

commercialisation

Industry

+ Make your digital services
+ Observe child sexual
+ Pornography is illegal in Smart

« Protect children from
intrusive data gathering &

CAREGIVERS

Making the most
of the good

+ Rwanda's kids deserve
the best —make local
content that observe
values and history

Rwanda

+ Rwanda expects
industry to adopt
international models of
best practice in ALL.
areas of children’s
online protection

« Adoptthe Rwandan
COP policy

CAREGIVE!

stakeholders

Government

+ Resource and prioritise
Child online protection

+ Demand the best from

+ Put the needs of children

L

CAREGIVERS

Making the most
of the good

(3
3
@
Z
I
o Smart
Rwanda iren are Rwanda's
2, greatest asset - always
4 put their needs first
)

% B o Smartstates protect
by W 7 their children online
/ avoid the
« Investin training,
education and codes of
conduct — and make

sure everyone knows

CAREGIVEI about the plan

Bringing the message to life

in all the right places

Segmented

Targeted

Mass communication

UMUGANDA

GRASS ROUTE
LEADER FORUMS &
COMMUNITY MEETINGS

PROFESSIONAL
TRAINING

Not an attempt by
to ration or neuter it

The brand should feel native to
the Global, borderless internet

Not parochially Rwandan

Get Smart

Use the Internet. Don’t let it use you.
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Watching a video online. Simple.
Reporting an offensive video. Smart.

Seen something upsetting? Call xxx to
report it

port i
or find out more at getsmart.rw
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